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frequently ineffective at curbing wildlife trafficking, partly due to the lack of
information detailing activities within illicit trading networks. To address this
shortcoming, we leverage official government records documenting the illegal trade
of reptiles in Colombia. As such, our study contributes to the understanding of how
and why wildlife trafficking persists across robust trafficking networks, which are
conduits for a broader range of black-market goods. Leveraging geo-spatial data, we
construct a multiplex representation of wildlife trafficking networks, which facilitates
identifying network properties that are signatures of strategic trafficker behavior. In
particular, our results indicate that traffickers’ actions are constrained by spatial and
market customs, a result which is apparent only within an integrated multiplex
representation. Characteristic levels of sub-network coupling further indicate that
traffickers strategically leverage knowledge of the entire system. We argue that this
multiplex representation is essential for prioritizing crime enforcement strategies
aimed at disrupting robust trade networks, thereby enhancing the effectiveness and
resources allocation of institutions charged with curbing illicit trafficking. We develop
a generalizable model of multiplex criminal trade networks suitable for
communicating with policy makers and practitioners, thereby facilitating rapid
translation into public policy and environmental conservation efforts.

Keywords: Wildlife trade, Reptile trade, Social network analysis, Green crime, Spatial
network, Network disruption, Black market, lllicit economies

Introduction

Concerning dimensions of wildlife trafficking

Wildlife trafficking is a wicked problem affecting thousands of wild species (Robinson
et al. 2015; Rosen and Smith 2010) and communities (Oldfield 2003; Wyatt 2013), and
with the potential to expand toward new species and countries (Scheffers et al. 2019)

. © The Author(s). 2020 Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which
@ Sprlnger Open permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the
— original author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or
other third party material in this article are included in the article's Creative Commons licence, unless indicated otherwise in a credit
line to the material. If material is not included in the article's Creative Commons licence and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a
copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.


http://crossmark.crossref.org/dialog/?doi=10.1007/s41109-020-00262-6&domain=pdf
mailto:fjarroyaveb@unal.edu.co
mailto:fjarroyaveb@unal.edu.co
mailto:apetersen3@ucmerced.edu
mailto:apetersen3@ucmerced.edu
http://creativecommons.org/licenses/by/4.0/
mpalmer
Highlight


Arroyave et al. Applied Network Science (2020) 5:20 Page 2 of 20

as a multi-scalar phenomenon (see, Arroyave et al. 2014; Biggs et al. 2017; Broad et al.
2003; Patel et al. 2015). The convergence of ecological and socio-cultural dimensions of
wildlife trafficking give rise to a management paradox at the intersection of wildlife
conservation and cultural sustainability.

On the conservation dimension, trafficked species are commonly overharvested in re-
sponse to strong demand, resulting in higher extinction risk (Auliya et al. 2016; Broad
et al. 2003; Nijman et al. 2012; Scheffers et al. 2019). Indeed, species overexploitation is
one of the most common causes for recent and future species extinction, alongside cli-
mate change and human-driven land degradation (Pimm et al. 2014; Pimm and Raven
2000). The spread of diseases (Karesh et al. 2007; Smith et al. 2012) and emergence of
invasive species (Carrete and Tella 2008; Garcia-Diaz et al. 2017) constitute additional
threats for biodiversity, both related to wildlife trade. Negative effects of wildlife traf-
ficking also pose concerns for other species, and ultimately entire ecosystems."

On the sociocultural dimension, human communities rely on biodiversity products
for their livelihood and development,” especially in poor and malnourished countries®
(Mainka 2002). However, where wildlife trafficking takes place communities are fre-
quently exposed to violence, corruption, cooptation of institutions, and additional
forms of criminality (see Ayling 2013; Gaynor et al. 2016; Rosen and Smith 2010; Wyatt
2013). Institutions at national and global scales committed to combating wildlife trade®
are frequently weak and overflowed (Zimmerman 2003), and alternatives to tackle wild-
life trafficking seem to be insufficient (Broad et al. 2003; Wyatt 2013). Alternative ap-
proaches include market manipulation (e.g. Drury 2009; Moorhouse et al. 2017), and
community-base management of species (e.g. Biggs et al. 2017; Robinson et al. 2015),
however the problem at large scales is unfrequently addressed.

Actors involved in wildlife trafficking and their roles (e.g. poachers-harvesters,
middlemen, smugglers, retailers, buyers) are poorly defined and might vary in time, and
in contextual and physical landscape (Duffy et al. 2016; Nekaris et al. 2010; Phelps et al.
2016). Moreover, actors are involved in social structures where wildlife trafficking and
other crimes unfold (Gaynor et al. 2016). These considerations manifest in our study in
two particular aspects. First, information regarding criminal networks, in particular

"Many diseases such as the Chytrid fungus are spread globally due to wildlife trade (Kolby et al. 2014). This
disease have been reported as one of the major causes of decline in natural populations of amphibians
globally (Lips 2016). Similarly, species such the lionfish have been introduced in ecosystems causing
considerable reduction of native species (Morris and Whitfield 2009). Both examples illustrate derived effects
of wildlife trafficking that affect other species beyond those actually traded. Due to the inter-dependency of
ecosystems, it is expected that species and diseases introduced might cause impacts in the ecosystems as a
whole.

2Species play a major role in local economies, rural gastronomy, and for cultural practices and beliefs (Rao
et al. 2011). Although demand for species is usually associated to traditional medicines and bush meat, there
are also large markets for trophies, pets, and other sumptuary uses (Arroyave et al. 2014; Patel et al. 2015).
There is not a consensus regarding the value of these markets, estimations vary from some tens to hundreds
of billions, annually (Chomel et al. 2007; Rosen and Smith 2010).

3Biodiversity is not homogeneously distributed around the globe. There is a strong correlation between
biodiversity and poverty (Mainka 2002). Typically, diversity constitutes a temporary or permanent income for
rural communities that commonly get trapped in the “tragedy of commons” (Copeland and Taylor 2009). In
those cases, species tend be harvested up to exhaustion.

“International Agreements such the Convention on International Trade in Endangered Species of fauna and
flora (CITES) were developed to control species trade and prevent overexploitation, however black markets
and species laundering still threaten species (Patel et al. 2015; Rosen and Smith 2010). Similar initiatives can
be found in a country-base, even though they have not succeeded in tackling wildlife trade. Two factor that
could explain this are the ratio traffickers/institutions officers, and the fact that wildlife trade is wrongly con-
sidered as a minor issue in many countries (Wyatt 2013).
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individual behavior and collective social structures, are difficult to gather, if not in-
accessible (Eman et al. 2009; Sageman 2014). Second, wildlife traffickers are not neces-
sarily members of the underlying criminal organization, and so an additional challenge
is the limited knowledge of traffickers’ activities and strategies (Phelps et al. 2016;
Scheffers et al. 2019), which are not necessarily coinciding with the activities and strat-
egies of the overarching criminal organization. Together, a lack of information on the
individual and social factors contributes to a resilient persistence of wildlife trafficking.
Furthermore, despite best intentions, ineffective on-the-ground policing of wildlife
trade may further impair both species recovery as well as the ability of communities to
conduct traditional practices.

To address these multiple elements simultaneously, here we show how relatively sim-
ple techniques of multiplex networks analysis can be used to unveil patterns of traf-
ficker action and to identify data-driven strategies for dismantling wildlife trafficking
networks. Due to the difficulty that comes with tracking criminal structures such as
wildlife traffickers’ organizations, we thereby propose to evaluate trafficker behavior
using spatial proxies. In particular, we leverage official government data recording the
confiscation of wildlife products to evaluate illegal reptile trade in Colombia. We use a
multiplex framework in order to evaluate how criminal activities, aggregated across
multiple species, are projected across geographical space — understanding this not only
as a representation of physical space, but also as the social, ecologic and economic
landscapes that coincide. As such, our study contributes to the understanding of how
criminal activity persists across illicit trade networks, its internal co-dependence, and

its robustness.

Multiplex features of wildlife trafficking
Wildlife trafficking networks are fundamentally social structures. As such, they can be
understood as ensembles of family ties, communication channels, money flux, formal
and informal organizational agreements, and species flux (Bright et al. 2015; Nijman
et al. 2012). In particular, ties in criminal structures, as well as in other social systems,
involve material and symbolic contents (Borgatti et al. 2009; Lien and Law 2011). This
multiplicity of content embedded in social ties has been called diffuseness (Granovetter
1977). Such intrinsically diffuse characteristics of criminal operations (e.g. secrecy, se-
curity handling, risk management, see Duijn et al. 2014; Niraj et al. 2012; Toth et al.
2013; Zimmerman 2003) impede an in-depth analysis of social tie multiplicity. Fuzzy
roles, diffuseness and otherwise hidden characteristics of criminal networks render in-
formation pertaining to the structure of the social organization incomplete (Broad et al.
2003; Duijn et al. 2014; Oldfield 2003). However, alternative representations could in-
form how criminal structures operate and constitute criminal networks, and allow one
to extract part of the content embedded in diffuse ties. For instance, spatial signatures
of the operation (e.g. where crimes take place) may illuminate how criminal activities
are developed, and across which physical and cultural structures they depend upon,
among other characteristics (see, Campedelli et al. 2019; Graif et al. 2014).

Another defining feature of wildlife trafficking networks we analyze is the multi-type
links connecting different regions (nodes). We argue that it is essential to model these
networks using a multiplex network representation, whereby multiple networks coexist,
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being interdependent yet synergistic (Boccaletti et al. 2014). In the present case, mul-
tiple relations (e.g. communication, business ties) that differ in structure and dynamics
converge in such a way that facilitates illicit trade across species, geographic landscapes.
As such, different regions can play different roles in the trafficking network of different
species, giving rise to a fully connected system when viewed all together.

Of particular relevance to our study, recent work shows that multiplex networks are
more tolerant to random failures than their monoplex counterparts (De Domenico
et al. 2014; Min et al. 2014). This insight highlights the importance of assessing the vul-
nerability (resistance to errors) and robustness (resistance to attacks) of networks in a
multiplex perspective, especially in the context of multidimensional wicked problems
that require broad approach across multiple facets. Recently, frameworks for evaluating
multiplex and multilayered networks have been developed. For example, see Boccaletti
et al. (2014) and related work for differences between multiplex, multilayered and inter-
connected networks, and conceptual foundations. Such frameworks have allowed for
the description and improved understanding of processes embedded in layered systems.
These approaches are quite relevant to multi-faceted problems deriving from criminal
systems, such as wildlife trafficking.

Public and private interest in addressing wildlife trafficking has increased in recent
years, as funder donors and researchers come together to develop strategies for policy
enforcement and wildlife demand reduction (Ayling 2013; Biggs et al. 2017; Phelps
et al. 2016; Wyatt 2013). Yet, there is an incomplete picture about the structure of the
crime as well as in which ways wildlife trafficking can be effectively disrupted. Although
political and technical resources have been deployed for tackling trafficking, asymmet-
ries in terms of capabilities, resources and information between traffickers and institu-
tions have led to the persistence of black markets of wildlife. Because increasing
institutional capabilities is costly and politically demanding, henceforth often perceived
to be infeasible in the short term, then novel strategies for enhancing the effectiveness
of organized crime are both timely and relevant (Duijn et al. 2014).

The structure of our study is as follows. We first motivate the relevance of this case
study, detail the data used, and define how we model this complex system using a
multiplex representation based on spatial proxies. We then introduce the multiplex
network framework and methods that are necessary for quantifying the structure and
robustness of wildlife trafficking networks in Colombia. We then show empirical results
compared with theoretical null models, which together facilitate identifying particular
multiplex properties that give important insights into topological and structural proper-
ties related to the functioning of wildlife trafficking. Finally, we conclude with policy
implications related to our findings. Overall, this work develops a technical strategy for
improving the effectiveness of environmental institutions charged with controlling and
disrupting wildlife trafficking, with the larger mission of social and environmental

conservation.

Methods

The criminal nature of wildlife trafficking implies that social structures embedded in
this kind of system can hardly ever be traced properly. Nevertheless, some operational
traces of crime organizations can be identified, thereby facilitating the reconstruction of
particular behavior and activity patterns. For example, how wildlife traffickers operate
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could be determined in part by characterizing those places where poaching and sales
take place. In addition, relations between places emerge according to the routes that
traffickers used when smuggling. Therefore, within our geographically embedded con-
text, the trafficking network arises as a collection of spatial points (nodes) connected

through movement of traffickers (links), as illustrated in Figs.1 and 2. Since traffickers

navigate between these spatial nodes, there are physical, logistic, economic and social
structures that support such activity. Thus, the connectivity of nodes configures a dif-
fuse state in which several interactions are condensed (Fig. 1).

One can reasonably assume that nodes differ in their capabilities to support the sup-
ply and demand of a variety of species. Indeed, species are not homogenously distrib-
uted through space, and the same goes for factors that usually have been described as
drivers of wildlife trafficking, such as cultural customs, economic disparities, and weak
governance (Ayling 2013; Biggs et al. 2017; Brashares et al. 2011; Dulffy et al. 2016). Ac-
cordingly, it could be expected that traffic routes differ between harvested species.
Nevertheless, correlations in traffic routes across species can be expected due to vari-
able specialization among traffickers, which could give rise to specific motifs of multi-
species trafficking (see Fig. 1). Importantly, traffickers are frequently characterized as
opportunistic actors (Brashares et al. 2011; Oldfield 2003; Sanchez et al. 2016). The
trafficking of each species constitutes a network (plex), and several networks form a
connected hyper-network (multiplex) due to the ability of traffickers to switch between
species, and smuggle or sell multiple species simultaneously. Such simultaneous or
exchange-based trade may arise from a lack of consumer preference reflecting a per-
ceived substitutability between species (Oldfield 2003; Scheffers et al. 2019). Therefore,
the multiplex behavior of wildlife trafficking comes from shared identical nodes across
plexes, and connectivity and interdependence between plexes.

Motifs of Traffickers

Fig. 1 Schematic model of wildlife trade of multiple species. (Left panel) Species are harvested from place
“a” and smuggled to place “b". In the process, populations of species are depleted in “a” and individuals are
consumed (e.g. pets or derived products) in place “b". Typically, only the mobility of species is considered;
however here we also account for material and symbolic fluxes, as indicated in subpanel c. Traditional and
religious customs, as well as diseases, are examples of material and symbolic content. Furthermore, species
flux also depends on various social networks that facilitate trafficking. (Right panel) Shown are three
proposed motifs that represent how traffickers could move between places (blue circles) trading multiple
species (species flux = orange, species? flux = green) across a generic path. Example 1 illustrates a trafficker
exchanging species. Example 2 illustrates a trafficker trading multiple species simultaneously. Example 3
illustrates a trafficker trading multiple species at different times by way of returning via the same path
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Fig. 2 Network representation of reptile trafficking in Colombia. a Nodes correspond to departments
(national geopolitical subdivisions) and links indicate the number of reptilian families traded across each
border, as indicated by the color scale. Nodes outside of the map border represent neighboring countries.
b Administrative division of Colombia into departments. Colors indicate the dominant climate zone in each
department. Social, economic and biotic similarities between departments is higher within than

between regions

Case study

Colombia is one of the most biodiverse countries in the world. Climatic, topographic
and historical factors explain such diversity, and at the same time contribute to the un-
even and patchy distribution of species (Pimm et al. 2014). This biodiversity is also
expressed in the cultural gradient that persists across the country (Aristizabal Giraldo
2000; Loh and Harmon 2005). Relatively high levels of wildlife diversity, spatial hetero-
geneity, human mobility, cultural diversity and economic disparity are factors contrib-
uting to the prevalence of wildlife trade (Brashares et al. 2011; Lindsey et al. 2013;
Sanchez et al. 2016). Wildlife trafficking in Colombia is one of the most pressing con-
servation concerns for many groups of species, in particular for reptiles and birds
(Rodriguez et al. 2008). In this study we focus our attention on reptiles, the most traf-
ficked group and one of the most threatened ones in the country and worldwide (Rob-
inson et al. 2015). Frequently, reptiles are traded in bulk quantities numbering in the
thousands (Robinson et al. 2015; Rodriguez et al. 2008; Rosen and Smith 2010), as
many reptiles play a central role in Colombian myths and beliefs, translating into
gastronomic and economic demand (de la Ossa and de la Ossa-Lacayo 2011; Fals Borda
1979).

Regional environmental authorities and police corps, have been charged with devel-
oping control activities against wildlife trafficking throughout the country, resulting in
confiscation of wildlife products, and administrative and punitive actions against traf-
fickers. Yet information about environmental offenders is scattered and typically not ac-
cessible because of privacy and legal constraints within the punitive process. In
contrast, records of confiscations are compiled by the Ministry of Environment and De-
velopment of Colombia (MEDC). These records include information about the source
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and destination of shipment seized, as well as the taxonomic identity of the species
confiscated. Here we analyze available records spanning the 5-year period 2005-2009.
While the MEDC is currently developing an information system for improved mapping
and monitoring wildlife trafficking, such developments are resource intensive; as such,
the data used here is the latest data released.

Based upon these confiscation records, we are able to construct a multiplex network
of reptiles trafficking in Colombia. To be specific, nodes correspond to departments
(equivalent to states or provinces), links correspond to source-destiny record of ship-
ments, and each plex corresponds to the traffic of a taxonomic family of reptiles. We
use taxonomic families (hereafter referred to as families) to reduce uncertainties associ-
ated with misidentification of specimens, while also considering that members of the
same family typically share uses and cultural meaning. Families of reptiles analyzed
here accounts for more than an 80% of all reptile trafficking in Colombia and include
tortoises (5 families), iguanas (1 family), snakes and vipers (3 families), and Caymans (1
family). More information about the families is provided in Supplementary Note 1 (SN
1).

All together, this multiplex network is composed by 34 nodes and 10 plexes. Figure 2
illustrates an aggregated representation of this multiplex. Trafficking statistics and net-
work measures by department of the aggregated representation can be found in Supple-
mentary Table 1. The climate zones shown in Fig. 2b represent 5 larger
biogeographical regions, each with characteristic cultural, ethnic, social, economic and
climatic similarities within. Overall, species are mostly trafficked from lowlands (e.g.
Caribbean and Amazon regions) to the Andean region, where population, wealth and
infrastructure are more concentrated, and where abundance of reptiles is low. The
number of families trafficked by department is weakly correlated with the network’s
properties (R* < 0.32) or the number of confiscations (R? < 0.13) (see SN 2), which indi-
cates that the data is appropriately capturing trafficking dynamics, and at most only
weakly biased by department-specific policing and reporting factors.

Network framework and metrics

Different multiplex frameworks have been developed to address different assumptions
and contexts. The relevant framework implemented here is based upon the adiabatic
projection, introduced by Cardillo et al. (2013). This framework consists of evaluating
changes within the structure of aggregated (projected) networks constructed from dif-
ferent permutations of plexes. In our case, reptile trafficking is composed by N =34
nodes and M = 10 plexes, where m; is a projected network defined as " (N, L™), be-
ing & a graph with N nodes and £ directed links between nodes. Plexes are aggre-

gated across m levels, each one containing <Xq/[> possible m; projections obtained by

merging m plexes. In each level of combination, several network metrics are calculated
over all possible combinations. Further details on adiabatic projection of multiplex net-
works can be found in Cardillo et al. (2013) and Lotero et al. (2016).

Recent advances in the analysis of multiplex networks have incorporated tensorial
representations of the multiplex (e.g. Boccaletti et al. 2014; De Domenico et al. 2014,
2015b). This improvement facilitates considering the role of inter-plex connectivity,
thereby preserving the relative independence and identity of each plex. These advances
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have promoted new ways of undertaking the centrality of nodes (see nodes versatility in
De Domenico et al. 2015b) and emerging dynamics such as synchronization or multi-
plex diffusion (Boccaletti et al. 2014; Gémez et al. 2013). Despite the valuable contribu-
tion of this novel tensorial representation, we followed Cardillo et al. (2013) approach
for two main reasons. First, the adiabatic projection framework allows us to easily
characterize the effect of increasing the set of species analyzed. Typically, anti-
trafficking policies are based upon single or aggregates of small groups of charismatic
species (see Patel et al. 2015). We argue that such species do not necessarily have an
umbrella effect over other relevant and largely traded species, and so it is crucial to
consider all species simultaneously. Second, technical and conceptual simplicity of adia-
batic projections is more accessible for a broader set of stakeholders, such as environ-
mental policy makers, wildlife trafficking police, and other potential audiences.
Nevertheless, we include some tensorial metrics into our analysis in order to compare
the effect of incorporating more complex measures as strategies for attacking networks,
as we describe below.

For all m; projected network we calculate a set of metrics that account for structural
and topological properties of the graph. Although significant advances in defining mea-
sures of weighted networks have been made, we consider the projected networks as un-
weighted graphs so as to simplify the interpretation of the analysis. Metrics included in
the analysis are: Density (D), Clustering coefficient (C), Average path length (/), Diam-
eter (d), Size of giant component (S), maximum Degree centrality (kas.,) (differentiating
between in-degree and out-degree), Degree centralization (C;), Betweenness
centralization (Cp), Link overlapping (O) and reciprocity (R). Descriptions and mathem-
atical formulations of network metrics used are provided in SN 3.

In addition, we compare the result of empirical projections with three null models.
These null models consist of random networks that conserve some properties of the
empirical ones. Model 1: is constituted by simulations of M Erdos-Renyi random net-
works (Erdos and Rényi 1960) of size N, each one preserving the same amount of edges
than the empirical networks. The M random networks were projected without add-
itional randomization. This model evaluates whether our empirical networks and the  topostructure = patterns
projections lack topological structure, and whether our results are spurious manifesta- ~ 872ph = network
tions related to graph density. Model 2: projects random networks equivalent to the
empirical one in terms of their degree se\c;uxg (in/out). This second model assesses
the effect of degree distribution on the overall structure across all projections. Model 3:
is produced by random networks in which the origin of trade flux is co

links are traced to a neighboring department according to ysical adjacency of de-
partments. This model represents a limited ability of traffickers to reach long distances
and a prevalence of trading in the vicinity. We produce 2500 simulations for each
model and report every realization across all synthetic configurations.

In addition to the null models we compare the inter-annual aggregated behavior of
the multiplex with the multi-annual aggregates so as to identify temporal consistency
of our results. As such, we project the networks using the cumulative sequence of years
in which we aim to detect how the trafficker’s behavior is related to pre-existing routes
and structures.

We further evaluate the robustness of the multiplex network by producing sequential

attacks or node removals on the projected networks. We use different strategies of
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disruption based on nodal centrality, including degree, betweenness, closeness, eigen-
vector and Pagerank centralities. In spite of many strategies having been proposed for
dismantling networks (Ren et al. 2019; Wandelt et al. 2018) we limit our exploration to
the most common strategies. Furthermore, these strategies constitute feasible cases for
implementing real-world scenarios, which are thus largely valuable to public policy. In
addition, a random removal strategy was implemented.

Sequential attacks consist of removing the node with the largest centrality in the pro-
jected network and after each attack the centrality is recalculated, then the process is
repeated until all nodes become disconnected. In each step we calculated the fraction
of nodes intentionally removed and the fraction of nodes disconnected. Previous works
that have assessed the robustness of networks only consider the fraction of nodes con-
nected to the largest component instead to any connected component (Wandelt et al.
2018). We consider that small connected components representing local or regional
markets still might foster overharvesting of reptiles and promote diffusion of informa-
tion and goods (Duijn et al. 2014). In our case we define robustness as the area under
the curve produced by the fraction of nodes removed and the fraction of disconnected
nodes. This approach enables us to reduce the effect of attacking diads and triads.

Finally, in order to compare the effectiveness of strategies commonly used in mono-
plex networks (centrality metrics) and strategies based on the multiplex connectivity of
nodes (versatility), we combine adiabatic projections and tensorial representation of
multiplex networks. In this regard, at each level of combination m >2, the networks
were not aggregated but represented as a tensor instead. Following the previous ration-
ale, node versatility (using Eigen Tensor and Multiplex PageRank forms, see De Dome-
nico et al. 2015b) is calculated, and the most versatile node is removed across all the
plexes. This is repeated up to the point that all nodes become disconnected within all
plexes. For each metric we run 2500 simulations. All the methods described were con-
ducted in R (R Core Team 2017) using the packages “igraph” (Csardi and Nepusz 2006)
and “muxVizR”(De Domenico et al. 2015a).

Results and discussion
Underlying wildlife trafficking mechanisms - multiplex insights
In what follows, we identify and discuss relevant characteristics of the empirical multi-
plex wildlife trafficking network that are not reproduced by the null models considered
here. While some metrics are largely explained by our null models, such as density
(Fig. 3a) and the size of the largest component (Fig. 3b), which increase systematically,”
we do identify informative properties belonging principally to the empirical multiplex.
Such distinguishing characteristics offer valuable insights into the role of geographic
constraints and the strategic behavior of traffickers, together pointing to feasible mitiga-
tion strategies.

We start with network metrics such as average path length (Fig. 3d), degree
centralization (Fig. 3e) and maximum degree (Fig. 3g-i), which are well explained only

®Aggregation enlarges network metrics such as density (Fig. 3a), the size of the largest component (Fig. 3b),
clustering coefficients (Fig. 3c), and maximum degrees (Fig. 3g-i) due to inherent increases in the number of
edges in projected networks, indicating differences between the trafficking of each family (i.e., individual
plexes). This systematic result of aggregation has been previously reported in analyses on other systems
(Cardillo et al. 2013; Lotero et al. 2016).
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by null Model 2, indicating that part of the behavior of the system is the result of idio-
syncratic features of departments (i.e. nodal connectivity). In contrast, clustering coeffi-
cient (Fig. 3c), diameter (Fig. 3j) and betweenness centralization (Fig. 3f) metrics show
that at a low levels of plex combination (m) the empirical multiplex structure can be
fully explained by the null models; nonetheless, for large m there are notable differ-
ences. In particular, the empirical multiplex exhibits more triangles (except for compar-
isons with model 3), larger paths between the most distant nodes in the multiplex
structure, and the importance of high throughput nodes (or “bridges”) are more evenly
distributed. Since such characteristics become evident only when multiple families are
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considered into the analysis, our results highlight the importance of integrating all
available trafficking data for all species in the analysis of wildlife trafficking.

Interestingly, metrics such as link overlapping (Fig. 3k) and reciprocity (Fig. 31) ex-
hibit large deviations from most null model predictions, even for small m. This result
suggests that traffickers use common routes for smuggling reptiles as well as back and
forth trading.

We find that null models 2 and 3 are able to reproduce great part of overlapping
links but not all of them, suggesting that the use of common routes for trafficking spe-
cies may largely be captured by the empirical vicinity structure of departments and the
amount of connections that they have. Although model 3 is able to explain part of the
link overlapping, it largely fails to reproduce link reciprocity, instead overestimating this
metric. Similar patterns are observed for other metrics. Model 3 suggests that the
spatial organization of departments is relevant for the navigability of traffickers; yet, we
observe strong directionality toward high demand departments, mostly located in the
Andean region. Consequently, we argue that back-and-forth trading and alternative
routes are less prevalent than what is expected in a predominantly regional market.

Despite a relatively high clustering of reptile trade (with respect to models 1 and 2),
which suggests the use of alternative routes for trafficking reptiles, comparisons based
on link overlapping and reciprocity metrics indicate that there are some routes exten-
sively used in this regard. Similarly, the difference in clustering between the empirical
data and model 3 suggest that some routes are avoided by traffickers. The clustering
could be also explained by commercial circuits formed by the trade of multiple species,
in particular in the northern region (Fig. 2).

In general, we show that the three archetypical motifs of multi-species traffick-
ing introduced in Fig. 1 can be identified in our case study and play an important
role in defining the multiplex structure. Indeed, these three motifs are supported
by the most meaningful metrics assessed. To be specific, the enlargement of net-
work diameter supports the idea of sequential trading (Example 1), while the traf-
ficking of multiple species simultaneously (Example 2), and the back and forth
trading (Example 3) are well supported by link overlapping and reciprocity,
respectively.

Considering that wildlife trafficking networks could be dynamic and adaptive, as
other criminal organization, we performed a temporal analysis of the empirical multi-
plex (Fig. 4). For most of the cases, all the cumulative time windows follow a similar
growing behavior and the differences between windows correspond to discrepancies in
magnitude, indicating that there are not dramatic changes in the system over time that
deform the aggregate behavior. However, noticeable discrepancies between windows
are shown in the lasts ones, as such the system become more connected and clustered.
Such difference can be attributed to imbalances in the amount of records and families
traded in each year (see ST 2). The temporal structure of density (Fig. 4a), betweenness
centralization (Fig. 4f), link overlapping (Fig. 4k) and reciprocity (Fig. 41) are particu-
larly interesting, while other metrics do not show large differences between the win-
dows 2005-2008 and 2005-2009, these metrics indicate noticeable changes in the
traffickers behavior in 2009 that consist on the more extensive use of pre-existing
routes and an increase in the back-and-forth trading. As such, bridges, common paths
and reciprocal links emerge through the inter-annual relation of the multiplex. This
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result suggests some ability of traffickers to identify accessible routes and make deci-
sions accordingly.

We argue that the quantity of information when disaggregated by years may influence
some of the results, especially in the period 2005-2006 when the information is less
abundant. As such, temporal dynamics of trafficking require further investigation, in
particular with regard to the reinforcement and generation of routes. In addition, we
run the null models for the time window 2005-2008 (SF. 1) and our result are consist-
ent with the 2005-2009 aggregate, tough differences between the empirical multiplex
and the predictions of the null models are smaller than the observed in the 2005-2009
window. This suggests that patterns shown are descriptive of the system, and significant
part of the system’s structure is observed in the largest part of the dataset.
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In summary, differences between empirical data and null models, along with the tem-
poral variation in multiplex characteristics indicate: (1) traffickers may know and prefer
some routes, upon which smuggling species could be expedited, and there is some col-
lective memory that enables participants to traffic more species along such routes. This
idea is supported by the large link overlapping and the inter-annual composition. (2)
Reciprocal trading involving multiple species indicates some degree of substitutability-
complementarity® between species, especially in sub-regional markets. However, small
marginal differences in reciprocity when more and more species are considered sug-
gests an incomplete substitutability between species; this may be related with either the
differences in their uses or their disjoint distribution. (3) Idiosyncratic connectivity
might be caused by geographical features (e.g. neighborhood structure, infrastructure
available, species distribution, “barriers” imposed by strong institutions, social land-
scape) that restrict traffickers’ operation. Indeed, vicinity structure notably influences
some dynamics of trafficking between neighboring departments, probably conducted by
terrestrial and fluvial means, reinforcing regional markets that ultimately expand to ad-
jacent regions. (5) Considering the trafficking of each reptile family in isolation can
yield misleading results, since for many metrics null models are able to explain quite
well the empirical data for small m; thus, a multiplex approach is required for revealing
meaningful patterns. In addition, adequate temporal frames and longitudinal analysis
are needed to capture relevant dynamics as repeated (overlapping) and back-and-forth
(reciprocity) trading, that otherwise could be highly underestimated.

Additional characteristics of the system could serve as explanatory factors of the dy-
namics of trafficking. For instance, it has been reported in analysis based on single-
species trafficking that market structure is associated with geographic distribution of
species, regional cultural heritage, and economic disparities between supply and de-
mand places (Arroyave et al. 2014; Bonilla et al. 2012; Brashares et al. 2011; Sanchez
et al. 2016). Increasing the number of families (plexes) considered within our analysis
contributes to the understanding of a larger picture of wildlife trafficking in the coun-
try. Although analysis developed independently for each family could reveal some nu-
ances of species uses and trafficking dynamics, such approaches do not capture the
breadth of variation, which may result in an incomplete representation.

Multiplex robustness and strategic policing for optimal trade disruption

We implemented various network attack strategies motivated by different rationalities
for disrupting criminal structures. Strategies based upon prominence of nodes (Eigen-
vector centrality, EigenTensor versatility) address places closely connected to strategic-
ally connected markets. Attacks based on the nodal prominence and the directionality
of fluxes (PageRank centrality and Multi-PageRank versatility) focus on those places
that receive illegal trade from strategic markets. Other strategies rely on attacking
places with high ability to connect distant places (betweenness and closeness centrali-
ties) or that act as bridges or gateways. Finally, one strategy focuses on highly con-
nected nodes (degree centrality) independent of the network’s neighborhood structure.

®For instance, species as “hicotea” or “Colombian-slider” tortoise and iguana are used as dishes during the
Easter celebration in northern regions of Colombia. Despite that they share geographical distribution and
given meanings, trafficking networks at the regional scale are developed to supply the demand of urban areas
from neighboring places. In this case, species show complementary uses.
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Consistent with expectations, we find that plex aggregation (corresponding to in-
creasing m) increases the multiplex robustness (Fig. 5), mainly due to increasing link
density (Callaway et al. 2000; da Cunha and Gongalves 2018; Duijn et al. 2014; Min
et al. 2014). In all cases, strategies performed better than random strategies and the sur-
plus gained by strategies increases with m (subpanel in Fig. 5). For most of the cases,
centrality measures such as Degree or PageRank have the best performance, even
though there are not noticeable differences between strategies. In general, strategies
based on node versatilities did not outperform strategies based on centralities, as ex-
pected. Closed walks or trapping nodes could contribute in explaining this behavior.
We notice also that there is not a strong correlation between Multi-PageRank versatil-
ity and degree centrality in projected networks (see SF. 2) which implies that removing
largely versatile nodes is not necessarily conducive to disconnecting a great fraction of
nodes, but it might contribute to fragmenting the network (i.e. produce a larger num-
ber of small connected components frequently under-considered in analysis of
robustness).

Our findings suggest that all strategies evaluated for disrupting illegal trade of reptiles
in Colombia are almost equally useful in that regard. Despite that the simplest strategy
based on the total degree of nodes do not show the largest performance, it produces
similar outcomes when compared with more sophisticated strategies, specifically Pager-
ank centrality. Similar to (Wandelt et al. 2018), strategies based on degree sequences
are not necessary optimal solutions, but they are quite efficient. Highly connected
nodes correspond to places with both incoming and outgoing trade flux, but with pre-
dominance of large in-degree; thus, these nodes correspond to departments where spe-
cies are consumed. Most of these departments are located in the Andean region or its
interface with other regions. Although those regions may function as both suppliers
and consumers of reptiles, it is more likely that they correspond to places devoted to
consumption of species due to the fact that incoming links tend to contribute the most
in the total degree (see Fig. 3g-i). As such, departments in the border of the Andean
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region result in good candidates for intervention due to the fact that they contribute
largely to the vulnerability of the multiplex.

Our analysis also points to the value of strategies based on simple metrics, such as
degree centrality, as the information required to identify highly connected nodes is eas-
ily accessible by either using data derived from policing activities and reports, as imple-
mented here, or by gathering experiences and knowledge from institutions and their
staff, who are involved daily in monitoring and controlling wildlife trafficking. As such,
regional policing activity aimed at disrupting traffickers by way of simple metrics
should be prioritized, as it does not require large investments in training skilled staff,
and could produce similar outcomes to more demanding strategies. In contrast, lack of
knowledge related to the structure of the network could lead to ineffective interven-
tions (closely aligned to random interventions). However, we recognize that the cost of
intervention in nodes is not homogeneous and that could affect the implementation of
dismantling strategies. Solutions such as those proposed by (Ren et al. 2019) need to be
assessed in the future.

Targeted intervention (policing) of nodes where demand for reptiles is concentrated,
in particular those in the border of the Andean region, seems to be effective for dis-
rupting trafficking networks at the departmental scale in Colombia, though concrete
actions are necessary to achieve such a goal. Literature in criminology and networks
disruption has conceptualized elements for dismantling illegal structures (da Cunha
and Gongalves 2018; Duijn et al. 2014; Eman et al. 2009; Roberts and Everton 2011;
Sageman 2014; Wyatt 2013; Zimmerman 2003). In particular, Roberts and Everton
(2011) show that multiple actions are needed for imposing long-lasting effects on crim-
inal networks, including kinetic (e.g. identifying and processing heads of organizations,
disrupting channels of communication by capturing supporters) and non-kinetic ap-
proaches (e.g. rehabilitation of members like providing economic alternatives can disen-
gage participation; discouraging the consumption of wildlife). In the present case, this
represents prosecution of traffickers and vendors, identify stocking places and discour-
aging species consumption and even harboring. In other words, policies and interven-
tions that leverage the diffuseness of trafficking networks to significantly perturb the
embedded social and human capital are needed (Duijn et al. 2014). To this end, identi-
fying valuable targets and their supporting structures (e.g. infrastructure, communica-
tion, social ties) can be developed if concerted efforts are prioritized toward those
places where the system is most susceptible.

In order to curb wildlife trafficking, there is increasing need for improved cooper-
ation between environmental authorities, criminal investigators and law enforcement,
combined with extensive consumer-side education, which has been implemented with
demonstrated success (Drury 2009; Moorhouse et al. 2017). Although these actions are
demanding and hard to address at large scales, our findings provide a framework for
defining priority sites for initial actions. In addition, we recommend that local supply-
side interventions should be implemented in sync with demand-side education pro-
grams in order to disrupt the entire supply chain. Some of these initiatives (e.g. Biggs
et al. 2017; Cooney et al. 2018) could contribute to reducing the market for wildlife
products and at the same time reinforce and recognize cultural values, promote sus-
tainable uses of wild species and strengthen different forms of governance, in particular
those community oriented (Brondizio et al. 2009).
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In summary, we identify several relevant elements of wildlife trafficking that may con-
tribute to the understanding of network-based green crimes, and criminal activity in
general. First, reptile trafficking in Colombia is constrained by physical, social and mar-
ket elements that provide structure. These geographic constrains are similar to what
has been reported for cocaine smuggling in Central America (Magliocca et al. 2019),
showing some similarities across crimes. As such, demand-supply interactions draw the
routes that traffickers use and enable an up-scaling of their activities from regional to
national levels. This is supported to a great extent by considering the simultaneous
trade of multiple species, which is driven in part by the vicinity structure of depart-
ments and their idiosyncratic connectivity, and the knowledge that traffickers appar-
ently have about market structure and routes for smuggling, that are used across
species and time. The superposition of routes not only indicates an associated know-
ledge or preference, but also geographical elements (e.g. weak institutions, infrastruc-
ture that lacks official control labor, particular ecosystems with abundant species) that
could enable/constrain the action of traffickers. The market’s demand side contributes
to this superposition mainly because trafficking routes converge where consumption of
wildlife products is focused. This indicates the presence of an oligopolistic organization,
as Harvey et al. (2017) previously suggested for the case of ivory trade in China. Market
constraints can be attributed to the uneven distribution of species at the country scale,
which causes the system to be poorly connected, giving rise to long path lengths. Re-
gional affinities in biotic and cultural heritage terms, as well as the physical connectiv-
ity, support small scale clusters of trafficking for many species showing that drivers of
wildlife use and trade are relevant elements for traffickers’ operations. Indeed, eco-
nomic asymmetries between source/destination places leverage the trafficking at na-
tional scale.

Second, similar conditions contribute to the robustness of the system, which in-
creases when more species are considered (i.e. increasing m). Multiple strategies are
useful for attacking the underlying social structure of traffickers, even though simple
strategies based on the number of market partners are as effective as more sophisti-
cated ones. This is important because these findings could be easily translated into
public policy. However, the inter-annual variation on reptile trafficking indicates that
strategies should be permanent and target many species.

By way of example, simple information about trafficking dynamics gathered through
official records or to some extent by compiling experiences of practitioner could have a
significant impact on the ability of institutions to define places of interest and to hence-
forth disrupt illicit trafficking. Our analysis allows institutions to focus efforts like law
enforcement and education on the demand side where the system as a whole is most
susceptible, whereas community-based strategies could be implemented as alternatives
for local development, engagement and cultural heritage conservation. As Duijn et al.
(2014) and Roberts and Everton (2011) suggest, multiple actions of diverse nature must
be taken repeatedly in order to achieve long-lasting disruptions. Reducing wildlife traf-
ficking represents a significant advance in human and animal well-being, nonetheless it
requires planned actions.

Here we show why it is necessary to include many species into the analysis and aban-
don the idea of umbrella species as a key element for understanding inner structures of
wildlife trafficking networks. Similarly to Scheffers et al. (2019), we show that species-
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based policies could result in a large set of unattended issues due to oversimplification
and unconsidered interactions between trafficking groups and species substitutability.
As a result, we highlight the importance of systematically analyzing multiple species
simultaneously — including non-charismatic — in order to fully appreciate the multiplex

structure of the entire system.

Conclusions

One of the major hindrances to analyzing and curbing criminal activity is limited access
to information concerning the crime itself. Here we show that spatial proxies are rele-
vant for undertaking structural elements of crimes that account for general patterns of
action of criminals as well as physical, biological, social, cultural and economic con-
straints. The multiplex methods utilized in this work facilitate identifying characteristics
of the criminal operation that could be either inaccessible due to limited data availabil-
ity or otherwise indistinguishable from randomly generated information.

Moreover, this work highlights the importance of including multiple facets of the
criminal practice and its real-world implications — in both society and nature. Even the
use of simple techniques for the analysis of multiplex networks such as adiabatic pro-
jections in addition to null models prove relevant for understanding the emergence of
structural and dynamic characteristics of illegal systems such as wildlife trafficking. Ac-
tually, the simplicity of the method applied here may contribute to assessing the weak-
nesses of the criminal structure and therefore provides a useful and straightforward
framework for designing interventions to disrupt organized crime networks. This is not
only advantageous for translating science into societal outcomes, but also for improving
our capabilities to understand other crimes, including green crimes like illicit logging
or dumping, among others.

Increased efforts and methods to curb wildlife trafficking are needed, in particular to
address idiosyncratic country- and species-specific factors that may limit the
generalizability of certain approaches. Here we contribute to these efforts by applying
methods of network science to a large temporal dataset capturing a real-world ‘wicked’
problem existing at the nexus of organized crime, cultural preservation and wildlife/en-
vironmental conservation. The results of our analysis provide support for basic
network-based strategic interventions that prioritize the finite resources present in
many regions of the world facing illicit black-market trafficking.
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